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ABSTRACT

CRYPTONITE is a programmable processor tailored to the needs of
crypto algorithms. The design of CRYPTONITE was based on an
in-depth application analysis in which standard crypto algorithms
(AES, DES, MDS5, SHA-1, etc) were distilled down to their core
functionality. We describe this methodology and use AES as a cen-
tral example. Starting with a functional description of AES, we
give a high level account of how to implement AES efficiently in
hardware, and present several novel optimizations (which are inde-
pendent of CRYPTONITE).

We then describe the CRYPTONITE architecture, highlighting how
AES implementation issues influenced the design of the processor
and its instruction set. CRYPTONITE is designed to run at high
clock rates and be easy to implement in silicon while providing a
significantly better performance/area/power tradeoff than general
purpose processors.

Categories and Subject Descriptors
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Architectures; E.3 [Data Encryption]: Standards

General Terms

Algorithms, Security, Performance, Design

Keywords
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1. INTRODUCTION & MOTIVATION

Our goal is to support high-bandwidth cryptography in the con-
text of an embedded network processing element, such as will be
necessary for high-end routers/gateways or SAN (storage area net-
work) elements in the near future. The requirements here are high
bandwidth (2Gb/sec-10Gb/sec), low cost and low power. In addi-
tion, it is critical that round-key generation (a central component of
both AES and DES) be performed on the fly because the storage
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requirements for precomputation of round keys is not feasible in
an embedded processing element handling up tens of thousands of
simultaneous ongoing security sessions.

One way to meet these requirements is to build hardware ASIC
blocks. Such blocks can easily meet the functionality and perfor-
mance requirements at comparably low costs and low power con-
sumption. However, they have fixed functionality: they are limited
to the algorithm(s) for which they have been designed. Moreover,
implementing all known algorithms and configurations can lead to
a proliferation of ASIC blocks.

Another approach is to use general purpose processors. For ex-
ample, a high-end Pentium can support encryption rates approach-
ing 1 Gb/sec. However, a high-end Pentium is more than 100x
larger and consumes 100x more power than a dedicated hardware
solution with comparable performance. FPGAs could also be used
to provide a flexible crypto solution. However, they are costly and
are not well suited to high volume products.

We take a middle approach: we design a programmable proces-
sor for crypto applications. Our design was based on an in-depth
application analysis of a number of standard crypto algorithms,
including AES, DES, MDS5 and SHA-1. CRYPTONITE features
a two-bank architecture where each bank contains an ALU with
crypto functionality and a dedicated memory unit with a novel vec-
tor memory addressing mode enabling true parallel memory access
for table-based encryption functions. In this paper we focus on
AES application requirements and how these requirements influ-
enced the CRYPTONITE architecture.

Starting with a functional description of AES, we give a high
level account of how to implement AES efficiently in hardware,
and present several novel optimizations. We describe the CRYP-
TONITE architecture, highlighting how AES implementation issues
influenced the design of the processor and its instruction set. We
present our AES implementation as realized on CRYPTONITE. We
then give performance comparisons of CRYPTONITE with other
solutions based on hardware encryption blocks or programmable
crypto elements.

2. APPLICATION ANALYSIS: AES

In this section we give an overview of the AES algorithm. AES is
the NIST-appointed successor to the existing DES encryption stan-
dard, selected during an open competition of several algorithms.
The competition rules included the requirement that the algorithm
can be easily implemented in hardware and on a broad range of
processor architectures.

The AES standard[8] sets data block sizes at 128 bits while key
sizes can be 128, 192, or 256 bits. For clarity, we will first consider
only the 128 bit key case and will later discuss extending the work
to the other key sizes.



In AES, the primary data structure is a 4 x 4 matrix of 1 byte
quantities:

boo bo,i bo2 bogs
matrives — bio biyi bi2 bis
b2o b2 bao D23
bzo b3 b3a b33

Both the data and the key are copied into such matrices for use in
the encryption/decryption calculation. The matrix that the data is
copied into is known specifically as the state. The data block is
copied into the state horizontally, row by row:

do di do ds
state = deds dsdy
ds do dio di1
di2 diz dis dis

where d; refers to the sth byte in the input data.
copied into the key matrix similarly:

The initial key is

ko ki ks ks
key = ke ks ke kr
ks ko kio ki1
ki ki3 kia kis

where k; refers to the ¢th byte of the initial key.

Notation: In the discussion that follows, we use row;(m) to de-
note the extraction of the ith row from matrix m and col; (m) to
denote the extraction of the ¢th column from matrix m. Addition-
ally, the arithmetic in AES is defined over the GF 2% algebra' and
we use P, O, and ® to explicitly denote addition, subtraction, and
multiplication, respectively, in GF 28. We overload these opera-
tors to matrices by applying them point-wise in the obvious way.
Finally, we use ¢[¢] to denote 0-based ith element of table ¢.

2.1 Encryption

The AES encryption algorithm for a 128-bit key consists of 10
rounds. Each round is the same except for the final round which
performs a subset of the transformations performed in the other
rounds. The state, which is initialized to the input data block, holds
the intermediate results during encryption and ultimately holds the
encrypted data when the process is completed. Each round has its
own key, the initial round uses the initial key and subsequent rounds
use a key calculated from the key used in the previous round; we
discuss key generation in Section 2.3.

The definitions of the various transformations used during en-
cryption are given Figure 1 and the pseudo-code for the encryption
algorithm is shown in Figure 2. Each round calculation starts with
a key addition that adds the key into the state. The transformation,
AddM atriz, is a simple point-wise matrix addition.

Next, each byte is replaced by the sbox of that byte. The sbox
is a bijective function on byte quantities that is defined in the AES
standard[8]. The transformation, Subst M atriz, applies the sbox
function to each byte in the state.

The rows in the state are then permuted by rotating each by a spe-
cific amount. The transformation, ShiftRows, cyclically shifts
each row by the specified amount which are 0, 1, 2, and 3 bytes,
respectively, in the case of encryption.

L!GF 2% is a standard field over which many cryptographic algo-
rithms are defined. Addition, subtraction, and multiplication in
GF 2% are very different than their counterparts in the integers.
For more information on GF 28, see the AES standard[8].
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AddMatriz : matrizaxa X matrivaxa — matritaxa
AddMatriz(mo, mi) = mo ® my

SubstMatrix : tablessg X matrizixs — matrizaxa
Subst Row(t, rowo(m))
Subst Row(t, row; (m))
Subst Row(t, rows(m))

( (m))

Subst Row(t, rows(m

Subst Matriz(t,m) =

Subst Row : tableass X matrixixs — matrizixa
SubstRow(t, (bo b1 bz bg))) = (t[bo] t[bl] t[bz] t[bg])

Shift Rows : int X int X int X int X matritaxs — matritaxa
ShiftRows(ao, a1, a2,as, m)

ShiftRow(ao, rowo(m))
ShiftRow(a1, row;(m))
ShiftRow(az, rows(m))
Shi ftRow(as, rows(m)))

ShiftRow : int X matricixs — matricixa

(bo by by bs)  i=0

. . by by bs bo) i=1
ShiftRow(i, (bo by by bs))) = Ebl bi bi b‘i; ;zz
(bs bo by ba)  i=3

MultMatriz : matricaxa X matricvaxs — matricaxa
MultMatriz(mo, m1) = mo - my
/* matrix multiplication using ® and ® */

Figure 1: AES Transformations

Finally, the data in the state is intermixed across columns by the
use of a variation on matrix multiplication where the scalar arith-
metic operations, * and +, are those defined in the GF' 28 algebra,
® and @. The state is transformed by multiplying it with the con-
stant matrix:

02 03 01 o1
encrypt-matrix = 01 0203 01
01 01 02 03
03 01 01 02

The transformation, M ult M atrix, is simply matrix multiplication
using ® and @.

2.2 Decryption

The decryption algorithm is similar to the encryption algorithm
and uses the same basic transformations. As it is undoing encryp-
tion, it starts with the last key and essentially runs the encryption
algorithm in reverse such that the transformations are performed in
reverse order. Also, for each of the transformations, the parameters
are basically inverses of the parameters used for encryption. Specif-
ically, the table for doing substitution is the inverse of the table used
in encryption, the cyclic shifts are the inverses of the cyclical shifts
in encryption, and the matrix multiplied with the state is:



ROUNDS = 10
state: matrix[4] [4]
key: matrix[4] [4]

?ncrypt ()

for (i=0;i<ROUNDS-1;i++)

state = AddMatrix(state, key)

state = SubstMatrix(sbox, state)

state = ShiftRows (0,1,2,3,state)

state = MultMatrix(encrypt matrix,state)
key = NextKey (i, key)

}

// final round

state = AddMatrix(state, key)
state = SubstMatrix(sbox, state)
state = ShiftRows(0,1,2,3,state)
key = NextKey (ROUNDS-1, key)
state = AddMatrix(state, key)

ROUNDS = 10
state: matrix[4] [4]
key: matrix[4] [4]

?ecrypt ()

// initial round

state = AddMatrix (state,key)

state = ShiftRows (0, -1%4, -2%4, -3%4,
state)

state = SubstMatrix (invsbox,state)

for (i=ROUNDS-2,i>0;i--)
key = prevKey (i, key)

state = AddMatrix (state,key)
state = MultMatrix(decrypt matrix, state)

state ShiftRows (0, -1%4, -2%4, -3%4,
state)
state = SubstMatrix (invsbox, state)

key = prevKey (0,key)
state = AddMatrix (state,key)

Figure 2: AES Encryption

14 11 13 09
09 14 11 13
13 09 14 11
11 13 09 14

decrypt-matric =

The decryption algorithm is shown in pseudo-code in Figure 3. We
note that the constant matrices used in M atriz M ult for encryp-
tion and decryption have the same overall form:

Co C1 C2 C3
c3 Cop Ci1 C2
C2 C3 Co C1
C1 C2 C3 Co

where c; are constants. This basic structure will be important in the
efficient implementation of the algorithms.

2.3 Key Generation

The AES standard[8] denotes a round key as a lookup into a pre-
computed array of round keys and then separately describes how to
generate this array from the initial key. As described in the intro-
duction, due to the memory and bandwidth requirements, storing
all of the round keys associated with a session is not feasible so we
must be able to dynamically generate round keys while simultane-
ously performing encryption/decryption. For encryption, we only
store the initial round key for a session and compute the other round
keys on-the-fly using the NextKey transformation, derived from
the AES key schedule specification. For decryption, we only store
the final round key for a session and compute the other round keys
on-the-fly in reverse order using PrevKey. Both transformations
are shown in Figure 4.

The calculation of round keys is a column based calculation.
Given a round key, the calculation of the next round key starts
with the calculation of a temporary column value via the T'emp
function. This function takes the last column in the key and first
permutes each of the individual bytes in the column using the sbox
table described previously. It then permutes the column by cycli-

Figure 3: AES Decryption

cally rotating it up one row. Finally, a round constant is added to the
topmost byte of the column. Once this temporary value has been
calculated, it is added cumulatively across the columns of the old
key to get the new key. Explicitly, the temporary column is added
to the first column of the old key to get the first column of the new
key. This new first column is then added to the second column of
the old key to get the second column of the new key and so on.
The table of round constants for the T'emp function, denoted rc,
is defined in the AES standard and indexed by the current round
number.

Calculating keys in reverse order is not discussed in the AES
standard but the operation, PrevKey, is easy to derive given the
definition of NextKey. The only tricky part is that we must first
calculate the third column of the previous key before we can apply
the T'emp function (shown in PrevKey’s definition on Figure 4).

3. OVERVIEW OF AES IMPLEMENTATION

We now give an overview of the basic insights necessary to im-
plement AES efficiently. Of particular importance is the calculation
of the MultMatrixz and Next Key transformations. As these are
the most compute intensive transformations, they must be imple-
mented efficiently in order to have an overall efficient implementa-
tion of AES. Doing so is not straightforward.

In this discussion, we will represent the state as two 64-bit quan-
tities (a 1 x 8 matrix of byte values). In an actual implementation,
the intention is to map these 64 bit quantities onto the architectures
registers (which could be 128-bit, 64-bit, 32 bit, and so on).

Rows 0 and 1 will mapped onto one 64-bit variable denoted So
while rows 2 and 3 will be mapped onto variable S;. The initial
data block to be encrypted is laid out as:

So=1(do di d2 ds da ds ds dr)
S1=(ds do dio di1 di2 diz disa dis)

Similarly the key matrix will have its first 8 bytes held in a 64-
bit variable, Ko, and its second 8 bytes held in a 64-bit variable K
(recall that our presentation will focus on 128-bit keys). The initial
key value is laid out as:



NextKey : int X matricsxs — matriaxa
NextKey(rnd, (colo coli cols cols)) = (coly col} colly col’y)

where  t.,q = Temp(rnd, cols)
colyy = tpna @ colg
col} = colf, @ col;
colb = col @ cola

colly, = coly @ cols

Temp : int X matrizax:t — matricax:

bo re[rnd] @ sbox[b1]

b1 . sbox[b2]
Temp | rnd, by = shox[bs]

bs sbox[bo]
PrevKey : int X matrixaxs — matricaxa

PrevKey(rnd, (coly col’ coly cols)) = (colp coli cols cols)

where  t.,q = Temp(rnd, cols)
coly = colfy © trna
coly = col| © coly
coly = colly, © col)
cols = coll & col}

Figure 4: AES Key Generation

K():(ko kl kz k3 k‘4 k’5 k6 k?)
= (ks ko kio ki1 kiz kizs kia kis)

3.1 AES Transformations

We now derive the operations on 64-bit quantities necessary to
implement of the AES transformations efficiently for our represen-
tation of the state and key. Implementing AddM atriz requires an
operation that xors 64-bit values. With this operation, the transfor-
mation can be defined as:

Sy = zor(So, Ko) 81 = zor(S1, K1)

Here Sj, and S denote the new values of the variables Sp and 5.
We will use this prime notation throughout the section. Implement-
ing the Subst M atrix transformation requires an operation that ap-
plies the sbox function to the eight bytes in a 64-bit value simul-
taneously. With this operation, Subst M atrix can also be defined
as:

Sy = subst(sbox, Sp) S = subst(sbox, S1)

The implementation of Shi ft Rows requires an operation that cycli-
cally shifts the high and low-order 32 bits of 64-bit values by spec-
ified amounts and can be defined as:

S(l) = Tblo,l(So) Si = ’I‘blz,g(sl)

The final transformation in the round is Mult M atriz. Unlike the
other transformations in the round calculation, this one works on
columns in the state rather than rows. Given the standard calcula-
tion of matrix multiplication, results are defined a column at a time.
In particular, the calculation of the ith column is:
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Co C1 C2 C3 bo,i

c3 cp €1 C2 bi,i

C2 C3 Co Ci1 b2 i

c1 Cc2 €3 Co b3,

(co®bo,i) ® (c1 ®b1,i) D (c2 ®b2;) B (cs @ bs,s)
_ (c3 ®@Dbo,i) ® (co®b1,i) B (c1 ®ba;) B (c2 ®bs;)
- (c2 ®bo,i) ® (c2®b1,i) D (co ®ba;) B (c1 @ bs,;)

(c1 ®bo,i) D (c3 ®b1,i) D (c3 ®b2,;) D (co ® bs,;)

where 0 < ¢,j < 3, b;; refers to the byte in the ¢th row and jth
column of the state, and the c; are constants. The problem with
this approach is that, as it deals with columns, a straightforward
implementation calculates only one byte at a time.

We now consider how to optimize the transformation in order
to come up with a more efficient way to calculate it. We’d like to
be able to reformulate it such that it can be calculated row-wise,
like the other transformations, so that we can do the entire trans-
formation of two rows simultaneously. We start by looking at the
calculation for all the bytes in the Oth row of the state:

bo.0 = (co ®bo,0) @ (c1 ®bo,1) @ (c2 @ bo2) ® (c3 ® bo,3)
b(),l = (co®b1,0) D (c1 ®b1,1) D (c2 ®b1,2) B (c3 ® b1,3)
bo.2 = (co ®b2,0) @ (c1 ®b21) @ (c2 @b22) @ (c3 ® ba3)
bo,3 = (co ®b3,0) B (c1 ®b3,1) B (c2 ®b32) & (c3 @ bs,3)

Notice that in the calculation of row 0, we multiply the Oth byte of
each row by co, the first byte of each row by c1, the second byte of
each row by ¢, and the final byte of each row by c¢3. Using c¢” to
denote a 1 x m matrix where each of the elements are the constant
c and ; to denotes row ¢ of the state, the calculation for row 0 can
be rewritten as:

’

To = (Cg ®710) B (czl1 ®Tr1) P (c% ®Rre) B (cg ®r3)

The rest of the rows can be calculated similarly:

= (ca®70) ® (o ®@71) B (cf @72) B (3 D73)
(2 @m0) ® (5 @ 71) B (cg ©72) B (€] @ 73)
(€l ®70) @ (c2 @71) © (03 @ 12) B (Co @ 73)

!
Ty =
!
r3 =

This gives us a hint on how matrix multiplication can be imple-
mented efficiently. In what follows we use S.h to denote the upper
4 bytes of 64-bit quantity S, S.I to denote the lower 4 bytes of
S, and | to denote the concatenation of two quantities such that
S = S.h|S.1. Noting that 70 = So.h, r1 = So.l, r2 = Si.h, and
r3 = 5.1, the above calculation can be rewritten as:

So.h = (o ® So.h) ® (¢ ® So.1) ® (2 ® S1.h) ® (c3 ® S1.1)
50.1 = (c3 ® So.h) ® (o ® So.l) ® (¢] ® S1.h) @ (c3 ® S1.1)
Sih = (c3 ® So.h) @ (c5 ® So.) @ (co ® S1.h) @ (c1 ® S.l)
Si.l = (c1 ® So.h) & (¢ ® So.l) & (3 ® S1.h) & (g ® S1.1)

This formulation is much better because it is defined on 32-bit
quantities rather than on 8-bit quantities as shown previously. Even
so, we still cannot define the calculation in terms of 64-bit quan-
tities because of the data dependencies. In particular, the higher
order bytes of So depend upon the lower order bytes of both So
and S and similarly for the other rows. We would like to reformu-
late the equations such that higher order bytes only rely upon higher



order bytes and the lower order bytes only depend upon lower or-
der bytes so that we could define the entire transformation in terms
of 64-bit operations. To accomplish this, we first reorder the equa-
tions, grouping the higher-order and lower-order terms together:

S0.h = (co ® So.h) & (cs ® S1.h) & (] ® So.l) & (c53 ® S1.1)
Sp.l = (cg ® So.l) @ (c3 ® S1.1) @ (3 ® So.h) & (¢] ® S1.h)
S1.h = (cs ® So.h) & (co @ S1.h) @ (c3 ® So.l) & (ci ® S1.1)
S0 =(cs® So.l)® (cg ® S1.1) @ (c] ® So.h) & (c3 ® S1.h)

Now postulate that we have S = So.1|So.h and S5 = S1.1|S1.h,
we can then reformulate the computation as:

St.h = (co @ So.h) & (cs @ S1.h) @ (¢ ® S2.h) & (c3 ® S3.h)
Sp.l = (cg ® So.l) @ (c3 ® S1.1) & (c3 ® S2.1) & (i ® Sa.1)
Si.h = (cy ® So.h) & (cg @ S1.h) @ (c; ® S2.h) & (¢ ® S3.h)
Sl = (cs® So.l)® (co ® S1.0) @ (c] ® Sa2.1) & (c5 ® Ss.1)

and now the calculation of higher-order bytes only depend upon
higher-order bytes and the calculation of lower-order bytes only
depend upon lower-order bytes. The upshot is that we can now
define MultMatrix in terms of 64-bit quantities:

So = ((colco) ® So) B ((calez) ® S1) @ ((ciles) ® Sa)
@ ((czlet) ® Ss)
S = ((esles) ® So) &
@ ((ciles) ® Ss)

In order to efficiently implement this definition of M ult M atriz,
we need an operation that can multiply (in GF 2%) point-wise the
8 bytes of a 64-bit quantity by 8 8-byte constants, an operation that
can produce the swapped forms of Sy and S1, and an operation that
can xor’s 4 values:

((coles) ® 1) @ ((eslet) ® S2)

((co...c7) ® Ro)
Ro.l|Ry.h
Ro® R1 ® R>® R3

muls((co...c7), Ro) =
swap(Ro, R1) =
:1307"(R0, Rl, Rz, Rg) =

We can now implement the transformation as:

S2 = swap(S0, SO) S3 = swap(S1, S1)
= muls((cs|cp), So) Ty = muls((e3]¢2), So)
T1 = muls((c3]c2), S1) T} = muls((co|co), S1)
= muls((ci|c3), S2) Ty = muls((c3|ct), So)

Ty = muls((cﬂcé):SB)
S} = wor(Ty, T, Ty, T5)

Ts = muls((c3/ct), Sa)
S(l) = $07‘(To, Tl, TQ, Tg)
We can also formulate matrix multiplication somewhat different

way. Assuming we have S = S1.h|So.l and S3 = So.h|S1.1,
the calculation then becomes:

Sp.h = (c§ ® So.h) & (c5 ® S1.h) & (¢} ® S2.h) & (¢ ® S3.h)
5.l = (cg @ So.) D (c5®81.0) @ (c] @ S2.0) @ (c3 ® S3.1)
S.h = (c5® So.h) ® (c§ ® S1.h) @ (c3 @ S2.h) ® (¢! @ S3.h)
S1.0=(c5®S0.0)® (c§ ®81.1) ® (c3 ® S2.1) @ (cf ® Sa.1)
or:

So=(ch®80) B (E051)®(f ®S2)® (3 ®8S3)

51 =(c3®S0) ® (ch ®S1) D (c3 ®S2) ® (c ® Ss)
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which means that for encrypt-matriz, where ca
MultMatrix can be calculated as:

So = (ch ® S0) B 81 @ (c} © o) B Ss
S =50 (ch®S1)®S2® (¢} ®Ss)

C3

This formulation also means that we can simplify our multiplica-
tion operation to multiply each byte of a 64-bit value by the same
constant byte value.
In summation, we combine the transformations to get the code
for encryption:
/* AddMatrix */
So = zor(So, Ko)
/* SubstMatrix */
So = subst(sbox, So)
/* ShiftRows */

S1 = zor(Sh, K1)

S1 = subst(sbox, S1)

So = rblo,1(So) S1 = rbla3(S1)
/* MultMatrix */
S> = swap(S0, S0) S = swap(S1, S1)
To = mulg(cg, So) T) = mulg(cg7 So)
Ty = muls(c, S1) T! = muls(cj, S1)
T> = muls((ct|cs), S2) T35 = muls((c3|ct), S2)
Ty = muls((c5|ct), Sa) T3 = muls((ct|cs), S3)
So :xo’l‘(To,Tl,Tz,Tg) S1 :xOT(To,T{,Té,Té)

3.2 Key Calculation

As previously noted, we represent the key in two 64-bit vari-
ables:

Ko Z(ko kl kz k3 k‘4 k'5 k'6 k?)
= (ks ko kio ki1 kiz kizs kia kis)

This allows the key addition to be done in with only two XOR op-
erations. The problem with this representation appears when trying
to calculate the next key (or previous key). As with the matrix mul-
tiplication transform, the next key calculation does its computation
based on columns rather than rows. However, consider what hap-
pens if we transpose the rows and columns of the key so that the
key is striped vertically across the key matrix:

ko ki ks kio
hey” = ki ks ko ki3
k2 ke kio kia
ks kr ku ks

Then the T'emp operation is now performed on the last row in the
matrix rather than the last column. This value is then xored across
the rows of the transposed key. The transposed view of the key is
represented as:

Ky = (ko ks ks kio k1 ks ko kl?))
K3 = (k2 ke kio k14 k3 k7 ki1 kis)

Calculation of the T'emp transformation proceeds in the following
steps:

To = subst(sbox,Ks)
Ti = rblo,1(To)
T> = read(rc,rnd)
T3 = T'blo,g (Tz)

trna = wor(Th,Ts)

where rnd represents the round we are currently calculating. After
this sequence of steps, the T'emp value is in the lower 32 bits of



trna (recall, the temp value is only 4 bytes) which we may now use
to calculate NextKey:

Kj.h = zor(trma.l, K2.h)
K31 = zor(K5.h, K».1)
Ki.h = xor(Kjy.l, K3.h)
K3.1 = zor(K35.h, K3.1)

In order to give a more efficient implementation of the NextKey
function, we lay out the round constant table in memory such that
it is already rotated which gets rid of our need for 75 (e.g. we can
just use 75 directly). We also introduce a new 64-bit operation:

fold(Ro, R1) = zor(Ro.l, Ri.h)|zor(zor(Ro.l, R1.h), Ry.l)

which allows us to calculate the next key in two steps rather than
four:

K} = fold(trna, K2)
= fold(K}, K3)
Once we have calculated the key using the transposed representa-
tion, we need to be able to transpose it back again in order to add

the key value to the state. Defining the following two 64-bit opera-
tions:

upper((bo b1 bz bs ba bs b br), (bp by by by by b b b))
= (bo ba bg by by bs bl by)

lower((bo by bs by ba b be br) , (bb by by b bl b5 b b))
= (b2 be bh b by by b bY)

allow us to transpose the new key into the non-transposed represen-
tation as follows:

K{ = upper (K>, K3) K1 = lower(Ks, K3)
In summation, assuming that K> and K3 hold the transposed
representation of Ko and K, we combine our definitions of T'’emp

and NextKey to get the code for key calculation:

/* Temp */
To = subst(sbox, K3)
T1 = Tblo,l(To)
T> = read(rc,rnd)

trna = xor(Th, T>)
/* NextKey */
Kz = fOld(trnd, KQ)
= fOld(Kz,Kg)
Ko = upper(K, K3)
K = lower(K», K3)

3.3 192 & 256-Bit Keys

We have focused on 128-bit keys but AES is also defined for
192 and 256-bit keys. In terms of the encryption and decryption
code, this only changes the number of rounds that are performed
(12 rounds for 192-bit keys and 14 round for 256-bit keys). The
NextKey and PrevKey calculations are somewhat different and
require an extra 64-bit temporary and the following operations:

swapp(Ro, R1) =
swap;(Ro, R1) =

Ro.h|Ry.h
Ro.I|Ry.1
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to do key generation. However, using these operations, the same
techniques defined to handle 128-bit keys can be applied to handle
the 192 and 256-bit cases.

4. CRYPTONITE MAIN DESIGN IDEAS

CRYPTONITE was explicitly designed for high throughput, small
core area (with minimal external memory requirements) and low
implementation complexity. Our approach combines single-cycle
instruction execution with a three-stage pipeline consisting of sim-
ple stages that can be clocked at a high rate. In addition, CRYP-
TONITE is designed to support integrated on-the-fly round key gen-
eration.

To achieve these goals, CRYPTONITE employs a number of ar-
chitectural concepts which will be discussed in this section. These
concepts arose from an in-depth analysis of several cryptographic
algorithms, namely DES/3DES [4], AES/Rijndael [8][7], RC6 [18],
IDEA [19], and several hash algorithms (MD4 [16][15], MD5 [17],
and SHA-1 [5]). Besides the following concepts, CRYPTONITE
also employs a special XOR unit. However, as the special features
of the XOR unit are not used for AES computation, the description
for this unit has been omitted from this paper for space reasons.

4.1 Two-cluster Architecture

Most other work on implementing cryptographic algorithms on
a programmable processor focuses solely on the core encryption al-
gorithm and does not include round key generation (i.e. the round
keys have to be precomputed). For embedded system solutions,
however, on-the-fly round key generation is vital because storing
and retrieving the round keys for thousands or millions of connec-
tions is not feasible. Coarse-grain parallelism can be exploited;
round key calculation is usually independent of the core crypto-
graphic operation. For example, in DES [4], the round key gener-
ation is completely independent of encryption or decryption. Cer-
tain coarse-grained parallelism exists also within hash algorithms
like MDS5 [17] or SHA [5]: these algorithms consist of the applica-
tion of a non-linear function (NLF) followed by further adding of
table-based values. In particular, the hash function’s NLF can be
calculated in parallel with summing up the table-based values.

Our analysis revealed that many algorithms show similar struc-
ture and would benefit from an architecture providing two inde-
pendent computing clusters. Algorithm analysis further indicated
that two clusters are a reasonable compromise between algorithm
support and chip complexity. Adding further clusters would rarely
result in speeding up computation but rather increase silicon.

4.2 Parameterizable Permutation Engine

Another basic operation of cryptographic operations is permuta-
tion, commonly implemented as a table lookup accessing so-called
S-Boxes. In typical hardware designs of DES, these lookup tables
are hardwired. However, for a programmable architecture, hard-
wired permutation tables are not feasible as they would limit the
architecture to the provided tables. Supporting several algorithms
would require separate tables and hence increase die size.

Instead, a reconfigurable permutation engine is necessary. CRYP-
TONITE employs a novel vector memory unit as its reconfigurable
permutation engine. Algorithm analysis showed that permutation
lookups are mostly done on a per-byte or smaller basis (e.g. DES:
6-bit address, 4-bit output; AES: permutation based on an 8-bit
multiplication table with 256 entries). Depending on the input
data size and algorithm, up to 8 parallel lookups are performed.
In CRYPTONITE, the vector memory unit receives a vector of in-
dexes and a scalar base address. This is used to address a vector
of memories (i.e. n independent memory lookups are performed).



The result is a data vector. This differs from a typical vector mem-
ory unit which, which when given a scalar address, returns a data
vector (i.e. the n data elements that are sequentially stored at the
specified address).

In non-vector addressing mode, the memory address used is the
sum of a base address (from a local address register) and an optional
index value. Each memory in the vector of memories receives the
same address, and the results are concatenated to return a 64-bit
scalar. The vector addressing mode is a slight modification to this
scheme: we mask out the lower 8 bits of the base address provided
by a local address register (LAR) and the 64 bits of the index vec-
tor are interpreted as eight 8-bit offsets from the base address as
illustrated by Figure 5. CRYPTONITE’s vector memory unit is built
from eight 8-bit memory banks.

LAR EXE
(providing page) ——

sbox index

RN

Resulting Data

Figure 5: Vectored Memory Access

4.3 AES-supporting Functions

Motivated by the needs of AES (and in particular, the needs of
AES round key generation), CRYPTONITE provides a family of
generic fold, rotate and interleave instructions, as listed in Table
1. We expect these instructions to be of general utility.

With these functions, is it possible to implement an AES decryp-
tion routine with 81 cycles (8 cycles per round, 6 cycles setup, 3
cycles post-processing) and encryption with just 70 cycles (7 cycles
per round, 1 cycle setup, 6 cycles post-processing)®. Both routines
include on-the-fly round-key generation.

S. THE CRYPTONITE ARCHITECTURE

As previously mentioned, application analysis led to the two-
cluster CRYPTONITE architecture which is pictured in Figure 6.
Each cluster consists of an ALU and its accompanying data 1/0O
unit (DIO) managing accesses to the cluster’s local data memory. A
crosslinking mechanism enables data exchange between the ALUs
of both clusters. The overall system is controlled by the control
unit (CU) which parses the instruction stream and generates con-
trol signals for all other units. A simple external access unit (EAU)
provides an easy method to access or update the contents stored in
both local data memories: on external access, the CU puts all other
units on hold and grants the EAU access to the internal data paths.

The CU also supplies a set of 16 registers for looping and con-
ditional branching. 12 of these are 8-bit counter registers, the re-
maining four are virtual registers reflecting the two ALU’s states:

2The asymmetry arises from the fact that AES, although symmetric
in terms of cryptography, is asymmetric in terms of computation.
Decryption needs a higher number of table lookups.
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Figure 6: Overview of the CRYPTONITE architecture

we use these registers to realize conditional branches on ALU re-
sults such as zero result return (BEQ/BNE or JZ/JNZ) or carry
overflow/borrow (BCC/BCS or JC/JNC). The CRYPTONITE CU is
depicted in Figure 7. The use of special purpose looping regis-
ters reduces register port pressure, and routing issues. In addition,
from our application analysis it was clear that most cryptographic
algorithms have relatively small static loop bounds. In fact, data-
dependent branching is rare (IDEA being one exception). Finally,
the use of special purpose registers in conjunction with a post-
decrement loop counter strategy allows us to reduce the branch
penalty to 1 cycle.

to Instruction
Memory

MU control
instruction
data
instruction
address

instruction decoder

+_immediate value decremented value

L ALU control

sseippe
saisibos

counter registers

ALU #1 zeroflag___|
ALU #1 carry flag___|
ALU #2 zero flag.
ALU #2 carry flag

ssaippe
ejeIpaww)

Figure 7: The CRYPTONITE Control Unit

5.1 The Cryptonite ALU

Much effort was put into the development of the CRYPTONITE
ALU. Our target clock frequency was 400 MHz in TSMC’s 0.13
pm process. To reach this goal, we had to carefully balance the
ALU’s features (as required for the crypto algorithms) and its com-
plexity (as dictated by technology constraints).

One result of this tradeoff is that the number of 64-bit ALU reg-
isters in each cluster was limited to four. Based on our applica-
tion analysis, this was judged sufficient. To compensate for the
low register count, each register can be either used as one 64-bit
or two individually addressable 32-bit quantities. The use of a 64-
bit architecture was motivated by both the requirements of DES
and AES as well as parameterizable algorithms like RC6. To en-
able data exchange between both blocks the first register of each
ALU is crosslinked with the first register in the other cluster. This
crosslink eases register pressure as it allows cooperative computa-



Function

Description

swap(z32, Yy32) fle,y) =y
upper(Zea4, Ye4) * f(
lower(xe4, y64) *  f(z,y)
rb]m(x64) * f(il;') =
rbro, (z64) *  f(x)
xor_rbly, (z64, Ys4) fz,y)
fold(z6a, y64) o flz,y)
ifold(ze4, yes) ©

| z

z,y) =x7 |23 |y7 | ys | e | T2 | Y6 | Y2

=5 |21 |ys [y | za| 2o |ya|yo

(r63.32 K (m*8) | (z31..0 K ((m +1) % 8))
= (z63..32 K (M *8) | (x31..0 > ((m + 1) *8))
=rblp(z D y)

= (z1 @ Yo) | (To D y1 ® Yo)

f(z,y) = (o ® y1) | (y1 © yo)

* indices denote bytes

* indices denote bits

© indices denote 32-bit words

Table 1: AES-supporting ALU functions
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~—— X-Bus

ALU data (out)

XOR Unit |

Data Size Selector

GIV
data (in) Input

64bit, 32bit/H, 32bit/L, null

Figure 8: Overview of CRYPTONITE’s ALU

tion on both ALUs (this is critical for AES and MD5). To further
reduce register pressure, each ALU employs an accumulator for
storing intermediate results.

The ALU itself consists of the arithmetic unit (AU) and a ded-
icated XOR unit (XU). As the special modes of the XU are not
used for the AES implementation being discussed in this paper,
the interested reader is referred to [6] for a detailed description
of this unit.The AU provides conventional arithmetic and boolean
operations but also specialized functions supporting certain algo-
rithms. It follows the common 3-address model with two source
registers and one destination register. These registers are limited
to the ALU’s accumulator, the four ALU registers, data input and
output registers of the associated memory unit, and an immediate
value provided by the CU.

The 64-bit results of AU and XU operations are placed on sepa-
rate result buses. From these buses, either the upper 32-bits, lower
32-bits or the entire 64-bit value can be selected and stored in the
assigned register (or register half). It is not possible to combine
two individual 32-bit results from both result buses into one 64-bit
register. Results may also be forwarded to the data unit. Figure 8
illustrates the CRYPTONITE ALU with its sub-units.

5.2 The Cryptonite Memory Unit

Access to local data memory is handled by the memory unit. It is
composed of an address generation unit (AGU) and a data I/O unit
(DIO). The address generation unit depicted in Figure 9. It gen-
erates the address for local memory access using the local address
registers (LAR). The AGU contains a small add/sub/and ALU for
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address arithmetic. This supports a number of addressing modes
such as indexed, auto-increment and wrap-around table access as
listed in Table 2.

external
address

source index
register register

write
control

immediate
value

address
generator

cal afldress
registers

T

source

index

| -

0x8000 —

sbox
index

local memory
address

Figure 9: The Address Generation Unit

Furthermore, the sbox addressing mode performs eight parallel
lookups to the 64-bit memory with 8-bit indices individual to each
lookup. For a detailed description of this addressing mode please
refer to Section 4.2.

The DIO, shown in Figure 10, contains two buffer registers which
are the data input and data output registers (DIR and DOR). They
buffer data from and to local memory. The DOR can also be used
as an auxiliary register by the ALU. The DIR also serves as the
sbox index to the AGU.

ALU external
data data
1 Input ﬂ !
! Register || [!
A i)
P— : !
! Output || DES
Register || Unit
,,,,,,,,,,, N
DES Output
Input Register Content
sbhox memory

address data

Figure 10: Data I/O from embedded SRAM

The DIO also contains a specialized DES unit. Fast DES execu-
tion not only requires highly specialized operations but also sbox
access to memory. Hence the DES support instructions are inte-
grated into the memory unit rather than the ALU.



5.3 AES Influence

A number of the design choices of CRYPTONITE were influenced
by the needs of AES. We summarize them here:

o two-cluster architecture: one motivation for this choice was
the loosely coupled structure of encryption/decryption and
round key generation within AES.

parameterizable permutation engine: while the need for
a parameterized permutation engine was identified early on
as an important generic crypto building block, the details of
this block were specifically designed to support table-based
multiplication and sbox lookups of AES.

AES-supporting instructions: the inclusion of a family of
generic fold, rotate and interleave instructions were directly
motivated by AES needs.

64-bit architecture: this was compatible with efficient AES
implementation.

6. AES IMPLEMENTATION

In Section 3, we discussed how to efficiently implement the AES
algorithm. We now describe how to map that implementation onto
the Cryptonite Architecture.

In order to map the implementation onto Cryptonite, we need
to map 64-bit quantities onto the architecture and map the 64-bit
instructions: zor, rbl; j, swap, fold, upper, lower, subst, and
mauls.

We map the 64-bit quantities directly onto Cryptonite’s 64-bit
registers. Cryptonite also directly supports all but the last two
operations,subst and muls, which will use Cryptonite’s multiway-
lookup to implement. In order to do a subst based on the sbox
function, we simply lay out eight copies of the sbox function repre-
sented in (256 entry) table form and perform the multi-way lookup
on that table. Each byte in the register will than be replaced by
it’s corresponding sbox value. We take a similar approach for the
mulg. All of the mulg’s appearing in the AES calculation are the
multiplications by a constant. To implement this, we first calcu-
late the table representations of the multiplications for all of the
constants (2,3,9,11,13,14) and lay them out as necessary (e.g. in
encryption, we need to multiply all 8 bytes by 2, so we lay out
eight copies of a table that represents the mul-by-2 function).

6.1 Encryption

Implementation of the encryption algorithm entails combining
the various implementations of the transformations described in
Section 3 with their cryptonite representation. We will first discuss
the encryption process, followed by the dynamic key calculation,
and finish off by showing the code which combines the two pieces.
We will use symbolic names for the registers in describing the code
and show how they are mapped to actual registers in the end.

Assuming the register Sp and S; contain the state and Ko and
K contain the round key, putting together the pieces results in the
following calculation for a round:

/* AddMatrix & ShiftRows */

So = mOT‘—T‘blo,l(So, Ko) 51 = :L'OT—Tle,g(Sl, Kl)
/* SubstMatrix */

So = m—read(sboxs, So) S = m—read(sbomg, S1)
/* MultMatrix */

Sa = swap(So, So) S3 = swap(S1, S1)

To = m—read(mulZS, So) T, = m—read(mul287 Ss)

T2 = xOT‘(Sg, Sl) T3 = :L'OT(SQ, So)

Ty = m-read(mul3®, S) Ts = m-read(mul3®, S3)

T6 = Z‘OT'(T(), Tz) T7 = l'OT(Tl, T3)

So = Z‘OT'(T4,T6) Sl = l'OT(T5,T7)
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Note that there is a lot of symmetry in the calculation of Sy and S
and the actual implementation we will map the calculation of Sp to
Bank A and the calculation S to Bank B.

There are number of modifications that we have made in order to
map the transformations efficiently onto Cryptonite. In particular,
we have swapped the order of ShiftRows and SubstMatriz,
which we can do because SubstMatriz is independent of row
location and ShiftRows does not effect the underlying byte val-
ues. We then combine AddMatrix and ShiftRows using Cryp-
tonite’s xor followed by rotate instruction. We have also split the
final xor of four intermediate results into three separate xors (which
is due to register pressure). Finally, the muls’s have been replaced
by multi-lookups where we use the notation table™ to denote n
copies of table.

Assuming that K> and K3 contain the transposed representation
of the key in K and K, we can put together the pieces from Sec-
tion 3 to the next key calculation:

/* Temp */

K4 = read(rc,rnd)

K5 = m-read(sbox®, K3)

Ks = Z‘OT'—T'blo,l(K4,K5)
/* NextKey */

K> = fOld(Ks,KQ)

K3 = fOld(KQ,Kg)

Ko = upper(K», K3)

K; = lower(K», K3)

Note that we first calculate the next values of K and K3 and then
use the special instructions lower and upper to transpose them to
get the next values of K; and K»>. We also note that we have opti-
mized this code by 1) using our xor followed by rotation function
described previously and 2) assuming that the round key table, rc,
has the round constants statically rotated by 3 so that the values are
laid out appropriately to be zored in the calculation of Ks.

The complete code for the AES encryption algorithm is given in
Figure 11. Similar to a vliw machine, each instruction packet is
made up of several instructions, each controlling the different func-
tional units of the machine. Each instruction packet executes si-
multaneously. We format the instructions such that the first column
contains the instruction packet number, the second column contains
the instructions to be executed on Bank A, and the third column
contains the instructions to be executed on Bank B. For each bank,
we also designate which functional unit the instruction is executed
on. In the code shown, we use symbolic names for registers to
make it easier to understand the algorithm with respect to our pre-
vious discussion. The mapping of these symbolic registers to the
actual registers is given by the register map in column 4. The regis-
ter map specifies where symbolic registers live after the instruction
has executed and the initial mapping is given on its own >. Finally,
there are a certain number of control instructions that set and in-
crement counters and perform branches. For those instructions that
use them, the control instructions are written next to the instruction
packet number.

The loop kernel, which implements the round calculation, is com-
posed of instructions 1 through 7. Sp is mapped to Bank A and Sy
is mapped to Bank B. Instruction 1 performs both Add M atriz and
Shift Rows, instruction 2 performs the SubstMatrix transfor-
mations using the multi-way lookup, and instructions 4-7 performs
the Mwult M atriz calculation.

3Symbolic register may actually live in several physical registers.
This is necessary because some instructions require values to be in
particular registers



Addressing Mode

direct

7, w/ register modulo

” w/ immediate modulo
S-Box
immediate-indexed
ditto, w/ register modulo
register-indexed

ditto, w/ immediate modulo

| Address Computation | LAR Update
addr = LAR
addr = LAR, LAR, = LAR. % LAR,
addr = LAR,, LAR, = LAR, % idx

V0 <i<7:addr; = (LAR A 0x7£00) V idz; (LAR unchanged)

LAR, = (LAR, + idz) % LAR,

addr = LAR LAR = LAR + idx
addr = LAR,

addr = LAR, LAR, = LAR, + LAR,
addr = LAR,

LAR, = (LAR, + LAR,) % idx

Addressing modes written in italics are based on architectural side-effects

and have not been designed in by purpose.

Table 2: Addressing modes supported by CRYPTONITE’s AGU

# Bank A Bank Register Map
S0=A2 S1=B2
KO0=A0,Al K1=B0,Bl
0 ctrl: i=1, c=8
aluA: K2 = upper (K0,K1) aluB: K3 = lower (K0,K1l) S0=A0 S1=B0O K0=Al K1=B1
memB: K4 load (rcon3, 0) K2=A2 K3=B3,Bi K4=Bo
xorA: SO0 = xor (S0) xorB: S1 xor (S1)
LOOP:
1 aluA: SO0 = xor.rbl(0,1,S0,K0) aluB: S1 xor.rbl(2,3,81,K1) S0=Ai S1=Bi K5=Bo K4=B1l
memB: K5 multi-read (sbox"8,K3) K2=A2 K3=B3
xorB: K4 xor (K4)
2 memA: SO = multi-read(sbox"8,S0) memB: S1 multi-read(sbox”8,S1) S0=Ao S1=Bo K6=B0 K2=A2
aluB: k6 = xor_rbl(0,1,K4,K5) K3=B3
3  aluA: K2 = fold(ké6.1,K2) K2=A2 S0=A0,Al,Ai
xorA: SO0 = xor (S0) xorB: S1 xor (S1) S1=B0,B1,Bi K3=B3
4 aluA: S2 = swapWords (S0,S1) aluB: S3 swapWords (S1,S0) S2=A3,A1 S3=B2,Bi T0=Ao
memA: t0 = multi-read(27°8,S0) memB: tl multi-read(278,S1) T1l=Bo K2=A0,A2 S0=Al
xorA: K2 = xor (K2) S1=B1 K3=B3
5 XOrA: t3 = xor(S2,S0) XOorB: t2 xor (S3,81) T3=A0 T2=B0O K3=B3 S2=A3,Ai
aluB: K3 fold(K2.1,K3) S3=B2,Bi T0=Ao T1l=Bo K2=A2
S0=A1 S1=Bl
6 memA: t4 = multi-read(378,S2) memB: t5 multi-read(378,S3) T4=Ao T5=Bo Té6=A1 T7=B1
XOrA: t6 = xor(t0,t2) xorB: t7 = xor(tl,t3) K2=A0,A2 K3=B0,B3,Bi
aluA: K2 = move (K2) aluB: K3 = move (K3)
7 ctrl: Dbrnz ¢ LOOP, i += 1, c -= S0=A0 S1=B0 KO0=Al Kl1=B1l
aluA: KO = upper (K2,K3) aluB: K1 = lower (K2,K3) K2=A2 K3=B3,Bi K4=Bo
memB: K4 load (rcon3, i)
xXOrA: S0 = xor(t4,té) xorB: S1 xor (t5,t7)
LOOP_END:
8 aluA: SO0 = xor.rbl(0,1,S0,K0) aluB: S1 xor.rbl(2,3,81,K1) S0=Ai S1=Bi K5=Bo K4=B1l
memB: K5 multi-read (sbox"8,K3) K2=A2 K3=B3
xorB: K4 xor (K4)
9 memA: SO = multi-read(sbox”8,S0) memB: S1 multi-read(sbox”8,S1) S0=Ao S1=Bo K6=B0 K2=A2
aluB: k6 = xor_rbl(0,1,K4,K5) K3=B3
10 aluA: K2 = fold(k6’'1l,K2) K2=A0 S0=Ao S1=Bo K3=B3
11 aluB: K3 fold(K2.1,K3) K3=B0 K2=A0 SO0=Ao Sl=Bo
12 aluA: KO = upper (K2,K3) aluB: K1 lower (K2,K3) K0=A0 K1=B0O S0=Ao S1=Bo
13 xorA: S0 = xor(S0,K0) xorB: S1 xor (S1,K1) S0=A2 S1=B2 KO0=A0 K1=BO
END :

Figure 11: AES Encryption Code
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For the key calculation, K is on Bank A and K is on Bank B.
Instruction O places the transform of K in K2 on Bank A and the
transform of K; in K3 on Bank B as well as reading the round con-
stant into K4. This is the invariant for the top of the loop, K2 and
K5 hold the transpose of the key and K4 holds the round constant.
In the loop, we intermix in the rest of the key calculation around
the AES round calculation, re-establishing the loop invariant at the
bottom of the loop.

6.2 Decryption

The mapping of decryption onto the architecture proceeds the
same as the mapping of encryption. The only difference is that
there are more multiplications (i.e. multi-way lookups) needed for
the MultMatriz transformation due to the constants in the de-
cryption matrix (i.e. none of them are 1’s, so all multiplications
must occur). This adds an extra instruction in the loop kernel for
round calculation which means that the decryption algorithm takes
10 cycles longer (1 cycle per round, 10 rounds per decryption) than
the encryption one.

7. PERFORMANCE COMPARISON

Several algorithms were investigated and implemented on a cus-
tom architecture simulator. Based on the simulation results, the
architecture was fine-tuned to provide minimum cycle count while
maintaining maximum flexibility. In particular, the decision to in-
corporate the DES support instructions within the memory unit in-
stead of the ALU (see Section 5.2) was directly motivated by sim-
ulation results.

7.1 DES and 3DES

As CRYPTONITE employs a dedicated DES unit, the results for
the DES [4] and 3DES implementations were not surprising. CRYP-
TONITE reaches throughput of 732 MBit/s for DES and 244 MBit/s
for 3DES. In contrast, the programmable CryptoManiac processor
[25] achieves performance of 68 MBit/s for 3DES.

To quantify the tradeoffs of programmability versus performance,
we give some performance numbers for DES hardware implemen-
tations. Hifn’s range of cores ([14], 7711 [9], 7751 [10], 7811
[11] and 790x [12][13]) achieve performance of 143-245 MBit/s
for DES and 78-252 MBit/s for 3DES. The OpenCore implemen-
tation of DES [24] achieves performance of 629 MBit/s. Arguably
the state-of-the-art DES hardware implementation is by SecuCore
[23]. SecuCore’s high-performance DES hardware implementation
(SecuCore DES/3DES Core [21]) achieves 2 GBit/s, just a factor
of 2.73 better than CRYPTONITE. These results are summarized in
Figures 12 and 13.

7.2 Advanced Encryption Standard (AES)

Figure 14 compares the AES performance of CRYPTONITE against
a set of hardware implementations from Amphion [1], Hifn, and
Secucore as well as the programmable CryptoManiac. CRYPTONITE
running at 400 MHz outperforms a number of hardware implemen-
tations by a factor of 1.25 to 2.6. Compared with CryptoManiac,
CRYPTONITE shows an almost two times better performance.* This

4We remark that the CryptoManiac results appear to exclude round
key generation whereas CRYPTONITE includes round key genera-
tion. In the RC4 discussion, [25] mentions impact from writing
back into the key table. A similar note is missing for the AES im-
plementation which suggests that only the main encryption algo-
rithm (i.e. excluding round key generation) was coded. The cycle
count of just 9 cycles per round without significant AES instruction
support seems consistent with this assumption.
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result justifies our decision to go for simple ALUs providing more
specialized functionality.

High-performance hardware AES implementations provided by
Amphion CS5210-40 High Performance AES Encryption Cores
[2] and CS5250-80 High Performance AES Decryption Cores [3]
and SecuCore (Secucore AES/Rijndael Core [20]) are able to out-
perform CRYPTONITE by a factor of 2.64. In addition, an ex-
tremely fast implementation from Amphion is even able to reach
25.6 GBit/s performance. This performance, however, is paid with
an enormous gate count (10x bigger than other hardware solutions)
which is why this version has not been included in the comparison
chart shown in Figure 14.

7.3 MDS5 Hashing Algorithm

CRYPTONITE performance on MDS5 was 421 MBit/s at 400 MHz
clock speed. It outperforms the Hifn hardware cores (7711 [9],
7751 [10], 7811 [11], and 790x [12][13]) by factors of 1.12 to
7.02. SecuCore’s high-performance MD5 core (SecuCore SHA-
1/MD5/HMAC Core [22]), is a factor of 2.97 faster than CRYP-
TONITE, highlighting the programmability tradeoff. A comparison
with CryptoManiac is omitted because the performance of MDS5 is
not reported in [25]. Figure 15 summarizes the results for MDS5.
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Figure 15: MDS5 Performance Comparison

8. CONCLUDING REMARKS

The CRYPTONITE architecture was driven by an in-depth analy-
sis of standard crypto algorithms. This analysis informed not only
the topology and structure of the architecture, but also many aspects
of the instruction set. Our focus in this paper has been the AES al-
gorithm. We presented a high-level implementation strategy for
AES, including a number of optimizations, which we believe will
be of independent interest. We then presented an overview of the
CRYPTONITE architecture and described how AES influenced var-
ious design choices of the architecture.
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